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1 . (Currently amended) In a syste in in which a hardware target computer 
;ystem, which has a target instruction set architecture (ISA), executes a target 
instruction sequence corresponding to a source instruction sequence of a source 
system, which has a source ISA and is running on the target computer system, a 
method for handling exceptions comprising the following steps: 

converting the source instruction sequence into the target instruction sequence 
by binary translation, each instruction in tre source instruction sequence being 
converted into a corresponding translated target instruction sequence, which may 
consist of a single target instruction; I 

— determining beginning and ending/addresses of each source instruction and 
each corresponding translated target instruction; 

generating a mapping between the beginning and ending addresses of each 
source instruction and its corresponding! translated target instruction seguence; 

executing the translated target instruction sequence; 

sensing the presence of an exception and determining whether each sensed 
exception is synchronous or asynchronous, a synchronous exception being defined as 



17 an exception resulting from attempted execution of a target instruction and an 



asynchronous exception being defined as an exception resulting from an event 
unrelated to the execution of a target instruction ; and 

de l ay i ng app li cat i on of tho oonopd oxcopt i on unt i l no l ator than oomp l ot i on of a 
oourco i nstruct i on correspond i ng to the] trans l ated targ e t instruct i on ooquonco be i ng 
oxocutod at tho timo of tho ponc i ng of tho prosonco of tho oxo e pt i on 

delaying handling of each asynchronous sensed exception until, and no later 
than, completion of execution of the taloet instruction seouence corresponding to the 
current source instruction when the asynchronous exception is sensed . 
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2. (Canceled) 

3. (Canceled) 

4. (Canceled) 



5. (Currei 



tly amended) A method as in claim 41, in which synchronous 



exceptions are of 



(either of two types, namely, transparent and non-transparent, a 
transparent exception being defined as an exception requiring processing action wholly 
within the target computer system, and a non-transparent exception being defined as an 
exception requirir g processing that alters a visible state of the source system, further 
including the following steps: 

determining whether the sensed synchronous exception is transparent or non- 
transparent; 

handling e^ch transparent synchronous exception externally from the source 
state of the source system thereby remaining unaltered; and 
:o the source system for processing each non-transparent 



system, the visible 
forwarding 
synchronous exception 



6. (Origina 
non-transparent 
converting the 
instruction stream, 



A method as in claim 5, in which the step of forwarding each 
synchronous exception to the source system includes the step of 
exception into a simulated source exception in a source 
which is sensed by and interrupts the source system. 



sen >ed 



7. (Canceled) 



8. (Original) 

determining 
target instruction pointer 

forwarding a 

resuming 
current source instruction 



A method as in claim 7, further including the following steps: 
3 source instruction pointer as a predetermined function of the final 



id processing the sensed asynchronous exception; 
execution at the location in the translation cache that corresponds to a 
pointer; and 
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asynchronous exceptions thereby being processed only upon completion of 
execution of the translated targe t instructions corresponding to whole source 
instructions. 

9. (Original) A method as in claim 8, in which the step of delaying processing 
of the sensed asynchronous exception further includes the step of simulating execution 
of the remaining target instructions. 



10. (Original) A method 
of the sensed asynchronous exception 
execution of the remaining target 



as in claim 8, in which the step of delaying processing 

further includes the step of single-stepping the 
instructions. 



1 1 . (Original) A methjbd as in claim 8, in which the step of delaying processing 
of the sensed asynchronous exception further includes the following steps: 

temporarily replacing with a trap generation instruction the initial target 
instructions in each of the tran slated target instruction sequences that correspond to 
target instruction sequences tr at possibly immediately follow the current target 
instruction sequence; 

resuming execution of 1 ne current target instruction sequence from the point at 
which the asynchronous exce >tion was sensed; 

restoring each of the temporarily replaced instructions with their original content 
after completion of the processing of the sensed asynchronous exception; and 

upon reaching the trap generation instruction, forwarding and processing the 
sensed asynchronous except on. 
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12. (Original) A method/as in claim 8, in which the step of delaying the 
processing of the sensed asynchronous exception further includes the following steps: 

temporarily replacing witti a trap generation instruction each indirect branch 
instruction, each indirect brancn instruction corresponding to a possible last instruction 
of the current target instruction sequence; 

resuming execution of the current target instruction sequence from the point at 



which the asynchronous exce 



restoring each of the te nporarily replaced instructions with their original content; 



and 



simulating the restored 



tionwas processed; 



indirect branch instruction. 



13. (Original) A met iod as in claim 1 , in which: 
the source system is a virtual machine; 

a virtual machine monitor that is operationally installed between the virtual 
machine and the hardware target computer system, the virtual machine thereby running 
on the virtual machine monitor; 

the steps of converting the source instruction sequence into the target instruction 

)n, executing the translated target instruction sequence, 
(jxception, and delaying application of the sensed exception, 
machine monitor. 



sequence by binary transla 
sensing the presence of an 
are carried out by the virtua 



1 14. (Original) A mpthod as in claim 1 , in which the source ISA is identical to 

2 the target ISA. 



1 15. (Currently amerj ed) 

2 system, which has a target 

3 instruction sequence 

4 system, which has a sourc£ 

5 method for handling excep 



In a system in which a hardware target computer 
instruction set architecture (ISA), executes a target 
corresponding to a source instruction sequence of a source 
ISA and is running on the target computer system, a 
ions comprising the following steps: 



Serial No. 09/592,368 
Art Unit: 2126 



Page 5 of 22 



Docket: VMware5 
Amendment 



6 converting the source instruction sequence into the target instruction sequence 

7 by binary translation, each instruction in the source instruction sequence being 

8 converted into a corresponding tfanslated target instruction sequence, which may 

9 consist of a single target instruction; 

10 executing the translated /target instruction sequence; 

1 1 sensing the presence o| an exception, 

12 each exception being of either of two types - synchronous and 

13 asynchronous - a synchronous exception being defined as an exception resulting from 

14 attempted execution of a target instruction and an asynchronous exception is defined as 

15 an exception resulting from an event unrelated to the execution of a target instruction, 

1 6 synchronous exceptions being of either of two types, namely, transparent 

17 and non-transparent, a transparent exception being defined as an exception requiring 

18 processing action wholly Within the target computer system, and a non-transparent 

19 exception being defined as an exception requiring processing that alters a visible state 

20 of the source system; 

21 determining whethfer each sensed exception is synchronous or asynchronous; 

22 determining whether each sensed synchronous exception is transparent or non- 
23 transparent; 

24 upon sensing thef presence of an asynchronous exception during execution of a 

2 5 current one of the translated target instruction sequences, delaying processing of the 

26 sensed asynchronous exception until completion of the remaining target instructions in 

2 7 the current translated target instruction sequence; 

28 determining beginning and ending addresses of each source instruction and 

2 9 each corresponding tr; anslated target instruction; 

30 generating a mapping between the beginning and ending addresses of each 

31 source instruction and its corresponding translated target instruction sequence; 

32 handling each transparent synchronous exception externally from the source 

33 system, the visible state of the source system thereby remaining unaltered; 

34 forwarding to the source system for processing each non-transparent 

35 synchronous exception; 
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determining a source 
target instruction pointer; 

forwarding and processing 
resuming execution a 
current source instruction po 
only upon completion of execution 



instruction pointer as a predetermined function of the final 



o xocut e d at th e timo of th e i 



each sensed asynchronous exception; 
the location in the translation cache that corresponds to a 
nter, asynchronous exceptions thereby being processed 
of the translated target instructions corresponding to 



whole source instructions; 

d el aying application <jf tho sonsod oxcoption unt il no lat e r than compl o t i on of a 



sourc o i nstruction corrospor ding to tho trans l at e d target i nstruct i on coquonco boing 



onsing of th e pr e s e nce of th e exc e ption 



delaying handling of oach asynchronous sensed exception until, and no later 



than, completion of execution of the target instruction sequence corr esponding to the 



man. COmPICllOri Ul CXCOUUUII Ul UIP lamci n ion uv/uui ■ j^uvimv 1 

current source instruction when the asynchronous exception is sensed : 
in which: 

the source system is a virtual machine; 

a virtual machine monitor that is operationally installed between the virtual 
machine and the hardware turget computer system, the virtual machine thereby running 
on the virtual machine monitDr; and 

the steps of converting the source instruction sequence into the target instruction 
sequence by binary translation, executing the translated target instruction sequence, 
sensing the presence of an exception, and delaying appjication of the sensed exception, 
are carried out by the virtual machine monitor. 
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16. (Currently amended) A system for virtualizing a computer system using 
binary translation comprising: 

a hardware target computer s/stem that has a target instruction set architecture 
(ISA) and executes a target instruction sequence; 

a source system that has a SDurce ISA and a source instruction sequence; 

a_hinary trans l ation moans fc ^ translator converting the source instruction 



sequence into the target instruction 



sequence by binary translation, each instruction in 
the source instruction sequence being converted into a corresponding translated target 
instruction sequence, which may c insist of a single target instruction; and 

an exception handl i ng moans for handler sensing the presence of an exception 



and for de l ay i ng app l ication of th e 



tho oxcoption delaying handling of each asynchronous sensed exception until, and no 



later than, completion of executio i of the target instruction seouence corresponding to 



oonsod except i on unt il no lat e r than complet i on of a 



o tho translated target instruction coquonoo being 



source i nstruction corrosponding 

oxocutod by tho target comput e r i i ystom at tho t i mo of tho sensing of th e prooonc e of 



the current source instruction when the asynchronous exception is sensed . 



17. (Currently amended) 
containing mapping moans for g e 



A system as in claim 16, further including a map 
norat i ng a mapping between beginning and ending 



addresses of each source instrut 
sequence. 



ion and its corresponding translated target instruction 



1 18. (Currently amended)! A system as in claim 17, in which: 

2 each exception may be of either of two types - synchronous and asynchronous - 

3 a synchronous exception being nefined as an exception resulting from attempted 

4 execution of a target instruction and an asynchronous exception being defined as an 

5 exception resulting from an event unrelated to the execution of a target instruction; and 

6 the exception h-inH i ing rfinnnr . ir . furth e r prov i rtnri for determ i n i ng handler further 

7 determines w hether each sensed exception is synchronous or asynchronous. 
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19. (Currently amended) A system as in claim 18, in which: 
synchronous exceptions ire of either of two types, namely, transparent and non- 
transparent, a transparent exception being defined as an exception requiring processing 
action wholly within the target dbmputer system, and a non-transparent exception being 
defined as an exception requirf g processing that alters a visible state of the source 
system; and 

Jneafts -handler is further provided: 



the exception handl i ng 



for determining 
or non-transparent; 

for handling ea< 
source system, the visible sta 



whether the sensed synchronous exception is transparent 



h transparent synchronous exception externally from the 
ite of the source system thereby remaining unaltered; and 
for forwarding {o the source system for processing each non-transparent 
synchronous exception. 



20. (Currently amended) A system as in claim 19, in which the exception 
handling moans _handjer is further provided for converting the sensed exception into a 
simulated source exceptioif in a source instruction stream, which is sensed by and 
interrupts the source syste 



21. (Currently am 
hnnriling means handler 



nded) A system as in claim 1 9, in which the exception 
is further provided, upon sensing the presence of an 
asynchronous exception Luring execution of a current one of the translated target 
instruction sequences, fc r delaying processing of the sensed asynchronous exception 
until completion of the remaining target instructions in the current translated target 
instruction sequence. 
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22. (Currently amended) A system as in claim 19, in which the exception 
handling moans_handjer is fui ther provided 

for determining a source instruction pointer as a predetermined function of the 

final target instruction pointer 

for forwarding and processing the sensed asynchronous exception; and 

for resuming executioh at the location in the translation cache that corresponds 

to a current source instruct* n pointer, asynchronous exceptions thereby being 

processed only upon completion of execution of the translated target instructions 

corresponding to whole source instructions. 

23. (Currently amended) A system as in claim 16, in which: 
m-wtteh-the source system is a virtual machine; 

udes a virtual machine monitor that is operationally 
nachine and the hardware target computer system, the 
virtual machine thereby running on the virtual machine monitor; and 

the binary tranolation means translator and exception handling moans i s handler 



the system further inc 
installed between the virtual 



are included within the virtua 



1 24. (Original) A 

2 the target ISA. 



machine monitor. 



method as in claim 16, in which the source ISA is identical to 



At 
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